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Preface

There is no doubt that the Internet is affecting every aspect of our lives; the most
significant changes are occurring in private and public sector organizations that are
transforming their conventional operating models to Internet-based service models,
known as eBusiness, eCommerce and eGovernment. Companies, institutions and
organizations, irrespective of their size, are nowadays utilizing the Internet for
communicating with their customers, suppliers and partners; for facilitating the
interconnection of their employees and branches; for connecting to their back-end
data systems and for performing commercial transactions. In such an environment,
where almost every organization relies heavily on information and communications
technologies, new dependencies and risks arise. Public Key Infrastructure (PKI) is
probably one of the most important items in the arsenal of security measures that can
be brought to bear against the aforementioned growing risks and threats.

PKI research has been active for more than 26 years. In 1978 R.L. Rivest,
A. Shamir and L. Adleman published what is now commonly called the RSA
cryptosystem (Communications of the ACM, Vol.21, No.2, pp.120-128, 1978), one of
the most significant discoveries in the history of cryptography. Since the
mathematical foundation of RSA rests on the intractability of factoring large
composite integers, in the same year, R. Merkle demonstrated that certain
computational puzzles could also be used in constructing public key cryptography
(Communications of the ACM, Vol.2],No.4, pp.194-299, 1978).

As the years passed by, several countries started developing their PKI. Inevitably,
several practical problems were identified. Although adhering to international
standards, such as ITU, ISO, IETF and PKCS, different PKI systems (national and/or
international) could not connect to one another. Subsequently, a number of
organizations were formed to promote and support the interoperability of different
PKIs between certain countries. Indicative examples of such organizations today
include the PKI Forum, the EESSI— European Electronic Signature Standardization
Initiative and the Asia PKI Forum.

To foster and stimulate these discussions in a research environment, the
International Workshops for Asian PKI (IWAP) and the US PKI Research Workshops
have been held annually since 2001 (IWAP 2001 in Korea, IWAP 2002 in Taiwan,
IWAP 2004 in Japan) and since 2002 (the annual US PKI Research Workshops,
hosted by the NIST) respectively. Their goal is to provide a framework for both
theoreticians and practitioners to share their experience and research outcomes
concerning good practices in applying PKI and related supporting technologies,
together with prudent assessment and comparison of the technologies.

The first European PKI Workshop: Research and Applications (EuroPKI 2004)
initiated a series of corresponding workshop activities in Europe. The EuroPKI 2004
workshop was held on 25-26 June 2004, on Samos Island, Greece, and was hosted by
the University of the Aegean, Department of Information and Communication
Systems Engineering, Laboratory of Information and Communication Systems
Security (Info-Sec-Lab, www.icsd.aegean.gr/Info-Sec-Lab).



VI Preface

In response to the EuroPKI 2004 call for papers, 73 papers were submitted, whose
authors came from 25 countries. Each paper was reviewed by three members of the
Program Committee, on the basis of the significance, novelty, technical quality and
PKI relevance of the work reported therein. At the end of the reviewing process, only
25 papers were selected for presentation, whose authors came from 13 countries,
resulting in an acceptance rate of 34%. This volume contains these papers as well as 5
additional short papers.

We would like to thank all the members of the Program Committee, as well as the
external reviewers, for their constructive and insightful comments during the review
process. Moreover, we would like to express our gratitude to the members of the
Organizing Committee for their continuous and valuable support. We also wish to
express our thanks to Alfred Hofmann and his colleagues from Springer-Verlag, for
their co-operation and their excellent work during the publication process. Finally, we
would like to thank all the people who submitted their papers to the workshop,
including those whose submissions were not selected for publication, and all the
delegates from around the world who attended the first European PKI Workshop.
Without their support the workshop would not have been possible.

June 2004 Sokratis K. Katsikas
Stefanos Gritzalis
Javier Lopez
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Introduction to the Belgian EID Card
BELPIC

Danny De Cock*, Karel Wouters*, and Bart Preneel

Katholieke Universiteit Leuven,

Department of Electrical Engineering—ESAT SCD/COSIC
Kasteelpark Arenberg 10, B-3001 Heverlee-Leuven, Belgium
http://www.esat.kuleuven.ac.be/cosic
{decockd, kwout er s, preneel } @sat . kul euven. ac. be

Abstract. This article gives a brief introduction to the Belgian EID
card project commonly referred to as “Belpic.” This introduction in-
cludes an overview of the history of the project, details on the visual
and cryptographic aspects of the EID cards, a discussion of the different
sub-CAs involved, together with the card issuing process.

Key words: Electronic IDentity card (EID), nation-wide Public-Key Infras-
tructure (PKI), legally significant certificates, authentication certificates, quali-
fied certificates, Certificate Revocation Lists (CRL).

1 Introduction and Scope

Belgium is planning to be the first European country that distributes Electronic
IDentity (EID) cards with digital signature technology to all its citizens. One of
the main incentives to introduce the EID card is to increase the openness of the
administration towards the citizen: on the short term, citizens will have access
to their own population file to check who was in dialogue with their file during
the last months, to trace in what stage is the answer on their request to get a
building permit, etc. These are only a few possible uses of the card. Within a
few years from now these use cases will have evolved and extended in a variety
of new ways, both in the communication channel between the government and
its citizens, and between organizations and their customers.

Benefits. All commercial, not-for-profit and governmental players such as bank-
ing, insurance, health care, etc. can benefit from the EID card to improve their
quality of service without having to implement and deploy their own public-
key infrastructure (PKI). They will be able to offer secure remote enrollment,
strong entity authentication and digital signatures without the large and ex-
pensive overhead of PKI and smart card deployment. Moreover, all entities will

* The author was partially supported by the GOA project MEFISTO 2000/6 of the
Flemish Government

S.K. Katsikas et al. (Eds.): EuroPKI 2004, LNCS 3093, pp. 1-13, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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have the guarantee from the Belgian government that the citizen/customer has
been identified correctly and that the card and its protocols have been evaluated
for security. This technology will also significantly decrease the risk for identity
theft.

In the short term, the EID card will increase the confidence level of identi-
fication information used in the public and commercial sector through a more
accurate collection of a citizen’s identity data. This will result in an increased use
of secure identification and authentication technology in multiple applications,
both for governmental and other environments. For many individual applications
the issuance of such a card and the establishment of a PKI architecture was not
economically feasible, but the EID card allows to reduce this cost.

By January 1st, 2004 all EU member states were required to implement e-
invoicing in their national legislation [11]. One condition is that the authenticity
of the origin and the integrity of the content is guaranteed, for instance by relying
on advanced electronic signatures. It is clear that the current EID card can fulfill
these conditions.

Costs and limitations. Today, the citizen pays 12 EUR when he collects his/her
EID card, which is about twice as much as for a non-electronic identity card.
Prom the government side, a large investment in infrastructure and management
is required in the move to the electronic version.

The current EID card only authenticates the identity of the sender, not his
role within the organization or his authorization to perform a certain action (such
as sending an invoice) in the first place. This requires application-dependent
solutions. Moreover, it has been decided not to support private-key decryption
for the pilot phase, in part because of the problem of key recovery for back-up
purposes.

One can anticipate that the financial sector (such as the credit card indus-
try, retail payments) will keep issuing its own cards and managing its own PKI
architecture. There are several reasons for this: first, they have invested heavily
in past years in this environment. To implement a worldwide deployment (e.g.,
EMV technology in the credit cards); second, they prefer to control their own
environment both in terms of technology, risk management and marketing (lo-
gos on the card). Finally, multi-application smart cards with secure separation
between the applications have not yet reached the required maturity level. One
can however expect that the EID card will be used as a bootstrap mechanism
for retail e-banking.

The current EID certificates include the name and RRN number (National
Register number) of the holder; this is an 11-digit number consisting of the date
of birth (dd/mm/yy format), 3 digits reflecting a sequence counter and 2 check
digits. This number should be considered as sensitive personal data. Unfortu-
nately, the design of the RRN number makes it rather trivial to guess. The RRN
number is used by the government (and by some health care organizations) as a
link to the identity of the card holder, because it is the key used as input to many
databases containing information about the citizen. The inclusion of the name
and RRN number of the citizen in the certificate attached to every transaction
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is very convenient for the government, but is clearly not desirable from a privacy
point of view. The Austrian “Biirgerkarte” [6] has an improved solution, where
a unique identifier is provided per application. In the future one could imagine
that advanced private credentials would be used [4, 3].

‘While the government has well-established and reliable procedures to identify
citizens, issuing electronic cards imposes additional requirements on the person-
nel in the municipalities; any weakness in the issuance process can result in
substantial problems later on.

Organization of this article. The remainder of this article presents the history
of the project in Section 2. Sections 3 and 4 describe the card and its issuance
in detail. Finally, Section 5 presents the Belpic CA hierarchy. Table 1 lists the
abbreviations used in this article.

Table 1. List of abbreviations

ARL: Authority Revocation List

BELPIC: Belgian ELectronic Personal Identification Card
CA: Certification Authority

CRL: Certificate Revocation List

EID: Electronic IDentity

NOF: Number of

OCSP:  Online Certificate Status Protocol

PIN: Personal Identification Number

PKI: Public-Key Infrastructure

PUK: Personal Unblocking Key

|[RRN: Rijksregister /Registre National — the National Register

2 History of the Belgian EID Card Project

The legal framework for the electronic identity card was initially offered by the
EU directive [10] transposed into Belgian law in July 2001 [8]. The Belgian
Council of Ministers decided on 22 November 2000 to provide citizens access to
e-Government by public-key cryptology and certificates, where the cryptographic
keys and the corresponding certificates are stored on a smart card (the Belpic
project). A new council decision confirmed the guidelines proposed by a working
group on the technical requirements for the card: the chip, the card readers
and the certificate practice statements. It was decided to deploy the EID card
nation-wide only after a successful pilot tested in eleven municipalities; in this
pilot phase 60000 EID cards are distributed.

Pilot phase. A call for tender was issued for a pilot phase, which consists of the
infrastructure development for the National Register and for eleven test munici-
palities to become operational. This infrastructure development started in 2002;
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the software prototype was tested at the National Register and subsequently
installed in the eleven municipalities. The first cards were issued in the Spring
of 2003 (the first municipality started on 9 May 2003, the eleventh on 25 July
2003). It is planned to renew all non-electronic identity cards within a five years
period once the pilot phase has ended. It has been decided that as of the end of
2004, all Belgian citizens will have the possibility to request an EID card, even if
they are not living in one of the pilot municipalities, and that by the end of 2007,
the majority of all identity cards of Belgian citizens must have been replaced by
electronic ones.

Figure 1 shows the number of EID cards that have been issued so far: at the
end of March 2004, slightly more than 50 000 EID cards have been produced,
and more than 42000 cards have been issued to citizens. The certificates of
approximately 5 500 of these cards have been revoked: about 10% of all the
citizens who have received a new EID card have decided they do not want to
use the card’s digital signing capabilities. This means that so far more than
36 000 EID cards are still active and can be used in e-Government and e-business
transactions. Reference [5] provides up-to-date versions of this and many more
Belpic-related graphs.

60000 ——— T —— 60000
nof cards produced (50644 s

nof cards given to citizens (42782) =
nof cards currently active (37056) "
nof cards not yet activated (7861 - :

50000 nof cards currentlyr revoked {5?28 m———— : ; — 50000

F
- 40000 - 40000
B
o
5]
S
=
:‘6" 30000 + -+~ 30000
o)
0
E
=
=
20000 - 20000
10000 | - 10000

0 " L L d I i " n i L i
01 01 01 [} 01 01 01 om
May Jul  Aug Oct  MNov Jan Feb Apr

Fig. 1. Current deployment of the EID card. The order of the lines in the legend
corresponds to the order of the individual curves
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3 Description of the EID Card

The new EID card has the format of a bank card (see Figure 2). This card is
a true smart card of the type SLE66CX322P produced by Infineon. It consists
of a secure micro-controller and a coprocessor for private-key operations. Below
we specify the external and internal content of an EID card.

This card supports on-card generation of 1024-bit RSA key pairs. All
EID cards issued during the pilot phase support the digital signing primitive
RSASSA-PKCS#1v1.5 [12] taking as an input a SHA-1 or MD5 hash.

The cards which will be issued after the pilot phase will, in addition to the
RSASSA-PKCS#1v1.5 signature scheme, also support RSASSA-PSS [12] with
SHA-1.

Another advanced feature which will be supported by the EID cards issued
after the pilot phase consists of the decryption functionality using RSAAES-
OAEP [12]. Although the EID cards which will be issued after the pilot phase
will have the technical possibility to decrypt encrypted information, it has not
yet been decided whether this feature will be available to the card holder.

3.1 Non-electronic Aspects

The card contains the usual identity information of the card holder: his/her full
name (the two first names and the initial of the third, and the last name), photo
and hand-written signature, birth place and date, sex, nationality, and also the
citizen’s National Register number.

But in addition to this citizen-specific information, it also mentions card-
specific data: the card’s validity period and serial number, and the card’s place
of delivery. The new EID card expires five years after the date on which the EID
request form was signed (cf. Step 2 in Section 4).

BELGIOQUE BELGIE BELGIEN  BELGIUM " 0 Ao it ot 2
CARTE TMDENTITE  IDENTITEITERANTY  PEREONALAUBWEIS IDENTITY CARD
m'ﬁh—u . : L e Sibranes ¢ Flang of 25

Pt ¢ s ramas ik

[

I<BELOODOOOODOD<K<<<C<<<C<<<
S001013F0BOG0DITBEL<<<<<<<<<<
VAN<PASSEL<<MICHAEL<<<<<<<<<

e ths - s/ Vi e - sl

e d Sukiire ! Heskr's ugrln

Fig. 2. Belpic EID card’s visual aspects

3.2 Electronic Aspects

The chip of the EID card contains the same information as is written on the card,
complemented with other card holder-related data such as a JPEG picture and
main address. All this information is digitally signed by the National Register.
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The chip also contains two private keys with a certificate and one private
key without a certificate. Furthermore, authentic copies of the certificates of
the Citizen Certification Authority (CA), the government’s Root CA, and the
National Register’s certificate are stored on the card. The card holder can use
these reference certificates to decide whether to trust the topmost certificate of
a certificate validation chain.

Information on the different Certification Authorities is provided in Section
5. The EID card also contains information necessary to update and manage the
digital information stored therein.

Digital Signatures The integrity of all the citizen-related digital information
in the smart card (JPEG photo, main address, name, etc.) is protected using a
digital signature issued by the National Register.

Three Private Keys The EID card contains one card-specific and two citizen-
specific private keys. Each of these RSA 1024-bit key pairs is generated on the
card during the initialization of the EID card by the Card Initializer (cf. Step 5
in Figure 3). The length of the corresponding public-key exponents can vary
between 17 and 256 bits, and is specified by the Card Initializer.

Basic private key — Card authentication. The only card-specific private key,
the so-called basic private key, is used to authenticate the EID card towards the
National Register. At this stage, only the National Register is able to validate the
digital signatures computed with this private key as only the National Register
knows which EID card corresponds to which basic public key.

This basic private key is used in the mutual authentication protocol which
is executed, e.g., when the citizen-related content must be updated in the EID
card, if the citizen moves from one residence to another, or if the government
has updated one of its certificates.

Legally significant signing key — Citizen identification. The EID card is a secure
signature creation device [10] which can be used to produce digital signatures
that are equivalent to hand-written signatures. Once the digital signature has
been created by the signer, the signer cannot deny that this signature has been
produced by his/her EID card, provided that the signer’s certificate was valid at
the time when the signature was created. The private signing key used for this
type of signature is also known as a non-repudiation signing key. The verification
key that corresponds to this private key is linked to the citizen via a qualified
certificate. The term “qualified certificate” is used by the European Directive on
Electronic Signature [10] to refer to a specific type of certificate, with application
in European electronic signature legislation. This certificate’s primary purpose
is to identify a person with a high level of assurance, where the certificate meets
specific qualification requirements defined by an applicable legal framework such
as defined in Belgium’s implementation of the Directive.
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Authentication signing key — Citizen authentication. A citizen can produce a
digital signature with the authentication key to provide strong authentication
of the citizen for client authentication processes, e.g., for electronic banking,
to log onto a web site for e-business or e-Government applications, etc. The
corresponding public key is linked to the citizen via an ordinary non-qualified
certificate.

4 EID Card Issuing Process

When a citizen has to receive an EID card (e.g., to replace an expired identity
card), a complex process is triggered in which the National Register plays a
central role. The National Register is a department of the federal government
where all the identification information on the Belgian citizens is managed and
monitored. All changes in the status of the EID card’s production process are
reflected in the National Register’s databases. The municipalities act as an in-
terface between the National Register and the citizens, and as a Registration
Authority for the Citizen CA. The visual information of the citizens’ EID card
is printed by the Card Personalizer, while the card’s digital content is initialized
and generated by the Card Initializer. In practice, a single party acts as the Card
Personalizer and the Card Initializer.

The complete issuing procedure is depicted in Figure 3. If the citizen spon-
taneously asks for a new EID card, Step O is omitted:

Step 0: The citizen receives a convocation letter with an invitation to obtain a
new EID card.

Step 1: The citizen visits the municipality with his/her picture.

Step 2: A civil servant validates the identity of the citizen based on the old ID
card of the citizen, and starts the EID card production. The citizen then
manually signs the official EID request form. The Card Personalizer will
print this hand-written signature on the new EID card.

Steps 3, 4: The National Register receives the EID request form from the ci-
tizen’s municipality and forwards it to the Card Personalizer.

Step 5: The Card Personalizer prints a new EID card and has the Card Initial-
izer trigger the generation of the three key pairs on the citizen’s EID card
(cf. Section 3.2)

Step 6: The National Register is informed of the existence of a newly printed
EID card which holds the three freshly generated private keys, and it receives
the National Register’s part of the card’s activation code.

Step 7: For the legally significant and authentication key pairs, a certificate
request is sent to the CA.

Step 8: When the CA has issued these two certificates, it publishes their serial
numbers on the Certificate Revocation List using the X.509v3 extension
“certificateOnHold” [7]. This means that these certificates will be considered
as “invalid” if an application checked their validity status.

Step 9: The Card Initializer receives the citizen’s certificates and stores them
on the appropriate EID card.
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Fig. 3. Belpic EID card production process

Step 10al, 10a2: When all the digital information has been stored in the EID
card (citizen’s identity information, address, certificates, etc.), the Card Ini-
tializer de-activates the card and sends it to the municipality of the citizen,
after which the National Register is informed of this fact.

Step 10b: After the new EID card has left the Card Initializer’s premises, the
Card Initializer sends a letter with the EID card holder’s Personal Identifi-
cation Number (PIN) and activation code (PUK) to the citizen.

Step 11: When the citizen has received this letter, he/she can visit the muni-
cipality to activate and collect his/her EID card.

Step 12: A civil servant fetches the citizen’s EID card, verifies the citizen’s iden-
tity and starts the card’s activation process (This requires the civil servant
to log onto the National Register’s server to access the Register’s part of the
activation code): the EID card is activated after the successful presentation
of the activation code.

Step 13: When the EID card has been activated, the civil servant witnesses that
the citizen generates a digital signature with each signing key. If the digital
signatures can be verified with the public keys certified in these certificates,
the status of the two certificates for this citizen changes from ‘certifica-
teOnHold” to “active.” In practice, this means that the National Register
commands the CA to remove the CRL items that correspond to these cer-
tificates as soon as the EID card has been activated.

The citizen now has an active EID card, which can be used to generate legally
significant and authentication signatures.
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S Belpic CA Hierarchy

The Belpic certificate hierarchy has three levels. The first level is the Belgium
Root CA; the second level contains the EID operational CAs, while the third
level concerns the certificate users (i.e., the citizens, the operators entitled to ma-
nipulate the EID card and the various e-Government entities). All the citizen and
e-Government certificates are formatted according to the X.509v3 standard [7].
The EID card administration certificates are formatted according to the role
certificates specified in ISO/IEC 78164 and 7816-8 [I, 2].

Three distinct Belpic Certification Authorities have been established: the
Card Administration CA, the Citizen CA and the e-Government CA. The au-
thenticity of these CAs is protected via two Root CA certificates: a self-signed
Root CA which is stored in the EID cards and another Belgium Root CA certifi-
cate which can be validated by the main browsers as it is issued by GlobalSign,
one of the large commercial CAs of which the Root certificate is embedded in the
current releases of the main commercial and non-commercial browsers such as
Netscape Communicator, Microsoft Internet Explorer, Mozilla and Opera. This
Belgium Root CA certificate is sent to the browser (or any other application
that uses strong authentication of the application or web server) when the client
would visit a government web site as part of the server’s certificate chain.

Figure 4 summarizes the Belpic CA hierarchy. Each of these CAs issues both
full CRLs and Delta CRLs. A Delta CRL is a special CRL which enumerates all
modifications made to the current full CRL with respect to a previous full CRL,
the so-called Base CRL.

L— e e o i

Fig. 4. Belpic EID CA structure
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5.1 Card Administration CA

The Card Administration CA issues role certificates [2] to the various parties
that are involved in the EID card administration, e.g., government departments
that require special access to the EID card. These role certificates are used in
a challenge response protocol between the EID card and the holder of the role
certificate to authenticate the external party to the EID card. The following
table summarizes the actions that are allowed after successful authentication
with a role certificate (one role certificate can list one or more roles):
Roles
1/2]3[4]|5]6]7]8

update Card Administration CA certificate
update citizen’s ID information *
update reference info of the Municipality *
update Root CA certificate *
store citizen certificates
generate new key pairs
create new directories
delete directories

delete key pairs

delete certificates

ok |k | o*

A role certificate issued by the Card Administration CA can grant one or more
roles to the certificate holder, e.g., Role 5 and 8, or only Role 7. For example,
if a citizen moves from one place to another, the EID card will only accept the
updated address if the update command comes from a party which can produce
a digital signature that corresponds to a role certificate for Role 7. The EID
card authenticates itself towards that party with the card’s basic private key (cf.
Section 3.2).

5.2 e-Government CA

The functions taken care of by the e-Government CA are very similar to those
of the Citizen CA which is discussed below. In addition to the issuance of cer-
tificates for the government’s (web)servers, it also supports object signing, e.g.,
to authenticate the lists of EID card related software and hardware which the
government recommends or approves. The digital signatures computed by the
National Register on the identity information of the citizen (cf. Section 3.2)

can be verified using the National Register certificate which belongs to this CA
branch.

5.3 Citizen CA

The major tasks of the Citizen CA consist of the issuance, suspension, activation
and revocation of citizen certificates.
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Certificate Issuance The Citizen CA issues certificates on the request of the
National Register. Each certificate which is issued is immediately suspended at
creation, and will only be activated when the citizen presents him/herself at the
municipality (cf. step 13 of Figure 3). When the CA receives a valid certificate
request from the Card Initializer for a new EID card, the serial number of the
corresponding certificate is marked as valid, but not yet activated. In X.509 ter-
minology, this corresponds to the critical extension ‘“certificateOnHold.” Only
when the citizen activates his/her EID card at the municipality, this extension is
removed from the CRL, which means that if one checked the certificate status af-
ter the activation (as long as the citizen does not start the suspension/revocation
procedure), the certificate will be valid. Whenever a certificate is activated, the
Delta CRL is extended with a “removeFromCRL”-item for the corresponding
certificate serial number.

Suspension of Certificates The Citizen CA suspends certificates at the re-
quest of the National Register. A citizen can decide to have the certificates of
his/her EID card suspended at all times.

Revocation of Suspended Certificates All certificates that have been sus-
pended for over a week will automatically and irreversibly be revoked. Their
status changes from “Suspended” to ‘“Revoked.”

Certificate Validation Mechanisms Two certificate validation mechanisms
are provided by the Citizen CA: Certificate Revocation Lists (CRLs) and the
Online Certificate Status Protocol. The Citizen CA issues CRLs in accordance
with RFC 3280 [7], including Delta-CRLs. Next to the classic Certificate Revo-
cation Lists, the Citizen CA also provides an OCSP responder which produces
OCSP responses conform RFC 2560 [9]. If the validity period of a certificate or a
revoked certificate has expired, it does no longer make sense to include it in the
CRL: the validity period has expired. Therefore, all serial numbers of expired
certificates are removed from the CRLs.

Availability. All CRLs and Delta-CRLs can be collected from http://crl. eid.
bel gi um be. This web site is publicly available using HTTP and HTTPS proto-
cols, and includes information about the plain CRLs and Delta-CRLs, including
possible splitting mechanisms which may be introduced should the individual
CLRs grow too large.

Issuance frequency. Every three hours, a new full CRL and Delta CRL is issued
by the Citizen CA. The Base CRL of a Delta-CRL is never older than 14 calendar
days.
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6 Summary and Open Problems

This article briefly presents the history and incentives to introduce the EID card
in Belgium. It is clear that this card can be used for many applications in which
strong authentication of the citizen is required (e.g., e-invoicing, access control,
authorization after authentication, etc.), without a significant investment of the
commercial, not-for-profit and governmental players as they can reuse the in-
frastructure setup by the government.

It is remarkable that very few design and implementation decisions had to be
fine tuned along the way from the initial design of the Belpic architecture layout
and procedures to the layout and procedures that are currently used: the EID
cards issued in the pilot phase only support the RSA signature scheme specified
in PKCS#1v1.5, where the cards issued after the pilot phase will support the
RSA signature schemes specified in PKCS#1v2.1 [12]. The post-pilot EID cards
will also support RSA-OAEP decryption [12]. These two advanced signature and
decryption schemes had already been included in the initial design specifications,
but had been deferred to the post-pilot phase due to practical reasons.

Issues that have not been covered in detail in this article include the privacy
aspect of personal information that is stored in the EID card (e.g., birth date
and place, home address) and in the citizen’s two certificates (e.g., National
Register Number). These aspects will be dealt with in the future versions of the
EID card.
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Abstract. This paper discusses the technical and management experi-
ence gained in the day-by-day operation of the EuroPKI infrastructure.
First the context where EuroPKI was born is explained, along with its
certification philosophy. Then common certification practices are dis-
cussed, along with description of the services and applications offered
by the EuroPKI partners. User-reported problems are also listed and
discussed in order to identify the issues that hamper large scale adop-
tion of public-key certificates. The article closes with an overview of the
EuroPKI activity plans and perspective.

1 Introduction

EuroPKI is a spontaneous aggregation of partners that believe in the value
of public-key certificates and their use for network, application and document
security. EuroPKI has its roots in the ICE-TEL and ICE-CAR projects, funded
by the European Commission (EC) to promote the development of PKI-based
European security technology to protect open networks and advanced network
services (such as e-government, e-commerce or e-healthcare).

In July 1996 the ICE-TEL project began operation of its experimental PKI
in 10 European countries. This is probably the first example of a running trans-
national European PKI. Initially, it was based on X.509v1 certificates that were
later replaced by X.509v3 certificates to overcome the well known limitations
of the vl format (e.g. lack of expressivity, poor CRL management capabilities).
The ICE-CAR project continued on this track, with more emphasis on support
for real-life applications.

In January 2000 the ICE-CAR partners decided to create EuroPKI in order
to broaden the scope of the infrastructure and to lay the foundation for its au-
tonomous life beyond the end of the project. At the same time, the management
of the Root Certification Authority (initially run by UNI-C in Denmark) was
assigned to the Politecnico di Torino, who offered to maintain it at least until
2010.

After the end of ICE-CAR, EuroPKI has provided services to other national
and international initiatives. Among them, the NASTEC EC-funded project used
EuroPKI to promote secure applications in the newly associated states (NAS)
to the European Union. Within this frame, two new national CAs were set up
in Romania and Poland.

S.K. Katsikas et al. (Eds.): EuroPKI 2004, LNCS 3093, pp. 14-27, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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Fig. 1. Hierarchical trust model.

2 The EuroPKI Certification Model

The organization of a PKI reflects the trust model required by its constituency.
Three primary models are used: hierarchical, cross-certification, and bridge.

Hierarchical trust (Figure 1) is the most common PKI model: trust is es-
tablished as a tree structure that flows from top to bottom. At the top of the
hierarchy is the root or top-level CA (TLCA): it directly certifies subordinate
CAs that in turn provide certification services to their users or to other sub-CAs.
This model permits to delegate trust together with CA operations to subordi-
nate authorities. Also, the path construction procedure is very simple (a single
path exists from any end entity up to the TLCA). The main disadvantages are
the presence of a single point of failure (i.e. the TLCA) and the political issues
related to subordination between parties.

In the cross-certification model (Figure 2), there is no subordination: two
CAs cross-certify each other if they mutually agree to trust each other’s certifi-
cates as if they had been issued by themselves. In this model there is no single
point of failure, and the CAs are able to act fairly autonomously without being
bound by policy delegated from a parent CA. Although many vendors have im-
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Fig. 2. Cross-certification trust model.
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plemented cross-certification in their PKI management products and the IETF
has included CA cross-certification in its Certificate Management Protocol [1],
cross-certification is still not well supported by real-life applications.

The Bridge trust model (Figure 3) is similar to the cross-certification one
in that there is no single Root CA [2] rather there is one CA - the Bridge CA
(BCA) - that acts as a facilitator to interconnect other CAs. A BCA typically
does not issue certificates to end entities, but it is used as a hub to interconnect
the spokes that can be individual CAs, hierarchical or cross-certified PKIs. With
this model, each member needs only to maintain a single cross-certification with
the BCA and then it is automatically able to build certification paths across all
spokes.

Trust is built into the applications by embedding the certificates of the trust
anchors. Usually this takes the form of a trust list, that is the list of all CAs
directly trusted by the application. Other CAs - in order to be trusted - must
have a relation to one CA of the list and the relation type (i.e. hierarchical,
cross-certification, bridge) must be understood and managed by the application.
Trust lists are of common use in major off-the-shelf applications and provide a
very simple solution to the trust management problem for the average user, but
they are criticized because the criteria for insertion of a CA in the list are often
based more on a commercial rather than a security analysis.

As EuroPKI wants to provide support for every-day user operations, a hierar-
chical trust model was adopted because this is the only model widely supported
by currently available applications. Moreover, it requires only one operation (i.e.
addition of the TLCA) to embed trust in the end-user applications, given that
the partners didn’t want to pay the fees needed to enter commercial agreements
with the major application providers. At March 2004, Politecnico di Torino hosts
the EuroPKI TLCA. As the number of affiliated national CAs varied since the
start of the project, the TLCA has issued so far 18 certificates for 8 different
national CAs.
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One important feature of EuroPKI is the guarantee of a common ground
where all partner operate according to a pre-established set of rules. These rules
are specified in the EuroPKI Certification Policy (CP) [3] that establishes CA
management rules and the applicability of issued certificates. A well-written CP
may help end-users in deciding whether a certificate, and the binding therein, is
sufficiently trustworthy for a specific purpose.

The first version of the EuroPKI Certification Policy (CP) was published in
October 2000. The policy follows pedantically, section-by-section, the structure
of RFC-2527 [4] to allow an easy comparison with this standard. Where a specific
section of this RFC was not applicable to EuroPKI, an explicit note was made
in the document, but that particular section was not skipped.

The EuroPKI policy successfully stimulated the partners to address issues in
their own policies before submitting their versions to the hierarchy. Moreover,
the EuroPKI policy was used as a starting point by other organisations, including
even some not affiliated to EuroPKI (e.g. the CINECA Grid), when writing their
own policy.

3 Common Practices in EuroPKI

An internal survey was conducted at the end of 2003 to better understand the
common practices followed by the partners. Gathered data are reported and
commented here.

3.1 Certificate Data and Status Distribution

Every partner CA make certificates available via HTTP (100%) and the majority
supports also LDAP (54%). Every CA (100%) generates CRL that are made
available via HTTP (100%) and sometimes also via LDAP (28%). No FTP or
SCEP support was reported for certificate and CRL distribution. 45% of the
partners support OCSP. No use of delta CRL [5] was reported, probably due to
the small number of certificates revoked so far.

3.2 Certificate and CRL Profile

The survey evaluated also the type and number of extensions used within cer-
tificate profiles. The results are summarised in Table 1. The certificate profiles
are very similar to each other. The CRL Distribution Point extension is widely
adopted while the Authority Information Access is reported to be used only
by some organisations. This is reasonable since not all CAs support the OCSP
service.

As will be explained in more detail in section 5.1, a wide adoption of the
Authority Information Access and Subject Information Access extensions should
be encouraged as it could help the certificate validation process and the retrieval
of certificates.
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Table 1. Certificate extensions usage.

Extension Name Usage (%)
CRL Distribution Point (CDP) 73
Certificate Policy Identifier 91
Authority Information Access (AIA) 54
Subject Alternative Name 91

The survey compared also CRL profiles in terms of CRL version and fre-
quency of publication. It turned out that all CAs publish CRLs at least once
a month and almost every CA (82%) uses the vl CRL format. This is due to
the need to keep compatibility with old software (e.g. Netscape Communicator)
that does not support the v2 CRL format.

3.3 CA Management Major Issues

CA management is not an easy task, therefore many issues were reported con-
cerning this subject. Three major problem areas have been identified:

— certificate profile management complexity and lack of flexibility
— character encoding support
— lack of needed features in CA management software

The first problem could probably explain why the certificate profiles are so sim-
ilar across different organisations. In fact, poor understanding of certificate ex-
tensions could be the main cause for profile similarity.

3.4 User Related Issues

Users have reported several issues that fall mainly in two broad categories: PKI
understanding and mobility problems.

The first class of issues is tied to the lack of knowledge about PKI funda-
mentals and digital signature technology. As the user interfaces of PKI-enabled
applications aren’t simple enough and foolproof, lack of PKI knowledge creates
a usability problem for the average user. This is not a problem that can be
solved by the certificate provider, but rather a call for better certificate han-
dling in applications. Within EuroPKI, several partners have run seminars and
prepared user-level documentation to help in using certificates within common
applications, but a lot of work in this area is still needed.

The second class of problems is related to user mobility. Users often need to
use digital certificates on different workstations and no easy solution is supported
by existing applications. Moreover, cryptographic hardware devices (e.g. smart
cards or USB tokens) are not yet widely deployed because specific drivers and
hooks are needed, both at the OS and application levels, due to scarce support
for standard-based cross-platform solutions such as PKCS#11 [8].
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Nevertheless, possible workarounds do exist. For example, applications could
be configured to retrieve user credentials and trust anchors from a PKCS#12
formatted file [7] that might be stored on a removable device like a floppy disk
or a USB memory token. As all the user data is carried within this file (i.e.
user’s certificate, private key and other PKI data), no installation of additional
software or extra configuration would be required. Also, the adoption of a more
standardised approach for the integration of crypto-devices should be consid-
ered by applications and crypto-hardware vendors since this would help users
in avoiding security problems (e.g. malicious code seeking for memory-stored
crypto keys) and key-recovery issues (e.g. after a system crash).

3.5 Most Valuable PKI-enabled Applications

EuroPKI partners find that S/MIME secure mail is the most popular application.
The second place is shared by access authentication (e.g. via SSL/TLS client
authentication) and electronic document signature and encryption.

4 EuroPKI Services and Applications

Since the real value of a PKI is not in the certificate itself but in its appli-
cation, several EuroPKI partners have developed certificate-based applications
and provided application-oriented services, such as on-line certificate status ver-
ification (via OCSP) and Time Stamping (via TSP). To simplify the enrolment
procedures, Registration Authorities have been studied and deployed. Moreover,
different PKI-based applications have found a good test ground in this frame-
work; an example of a successful one, WebSign, is described in section 4.4.

4.1 The Centralised EuroPKI OCSP Responder

The online certificate status protocol (OCSP) - defined in RFC-2560 [6] - is
used to check on-line the status of a single certificate, so avoiding the burden
associated to CRL download and analysis. TORSEC' developed back in the year
2000 an OCSP responder to be used within EuroPKI.

The policy behind the EuroPKI hierarchy favoured the scenario with a cen-
tralised OCSP responder that provides its service on behalf of all the CAs in
the hierarchy. To this aim, the TLCA issues to the centralised OCSP responder
a special certificate that contains two particular extensions:

— extendedKeyUsage with the id-kp-OCSPSigning object identifier. In this
way the TLCA delegates the authority of signing OCSP responses to the
owner of this certificate.

— id-pkix-ocsp-nocheck with a NULL value to state that the OCSP respon-
der’s certificate can be trusted across its entire validity period. The usage
of this extension suggests to constrain the lifetime of the certificate: as this

' The security group of Politecnico di Torino - http://security.polito.it
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extension allows the client to skip validation of the responder’s certificate,
to minimise the risks related to key compromises and their effects on the
PKI relying parties, the lifetime of the server’s certificate was restricted to
a maximum of 4 months.

With this certificate profile, the OCSP server acts as a delegated responder for
the EuroPKI TLCA, and as a trusted responder for all the other CAs present
in the hierarchy. In literature, this mixture of the two traditional OCSP trust
models is sometimes called the family model.

The EuroPKI OCSP responder uses CRLs as its source of revocation infor-
mation, to preserve consistency between statuses obtained via CRL and OCSP.
To always have the most accurate and up-to-date revocation information, the
responder periodically looks for a new CRL on each CA in the hierarchy and
eventually downloads it. CA administrators can also explicitly trigger CRL re-
trieval whenever a new CRL is issued. Each time a new CRL is downloaded, the
OCSP responder performs a restart to load the new revocation data.

To avoid replay attacks, the EuroPKI responder is not using pre-produced
answers: it always signs the OCSP responses on the fly. However this poses per-
formance problems. The main bottleneck singled out during the server’s develop-
ment and testing is represented by the cryptographic capabilities of the hosting
system’s CPU. The throughput of the responder is always upper bounded by
the maximum number of signatures per second that the hosting system is able
to perform. Consequently, a considerable part of the development effort was de-
voted to minimise the overhead of the OCSP protocol itself. The tests run on
various hardware platforms demonstrate that the server’s performance is within
80-90% (in terms of requests per seconds served) of the maximum cryptographic
performance of the server’s CPU (in terms of signatures per seconds made).

4.2 The Registration Authority Service

Under the EuroPKI policy an out-of-band ID authentication is required before
a certification request is approved and the corresponding certificate is issued.

In most PKI environments, the request authentication may be performed
by a Registration Authority (RA). There can be several scenarios. For example
one organisation may outsource the certification service from an external vendor
but still internally perform the RA function. Another scenario could involve the
presence of many RAs disseminated over a wide area to maintain close contacts
with the users. In all these cases, the CA would require proper authentication
of the RA operator before issuing a certificate.

There are different solutions to the problem of RA operator authentication.
For example, the OpenCA project implements web-based signed forms to ap-
prove users’ request via common browsers (i.e. Internet Explorer, Mozilla or
Netscape Communicator). This approach uses existing technologies - such as
Javascript and SSL/TLS client authentication - to perform on-line RA opera-
tions. This approach has some limits, though. First of all, web-based form signing
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is not supported by every browser and anyway it is not standard, so that differ-
ent scripts are required depending on the target browser. Additionally, all the
RA operations must be performed on-line.

To avoid these limitations, TORSEC developed an RA tool to connect se-
curely to the CA front end and perform operations request approval or rejection.
This software, based on the OpenSSL crypto library, has a graphic Win32 client
for the RA operator and a Unix gateway to the CA management software. Oper-
ator identification is possible via software or hardware cryptographic credentials:
the client supports PKCS#12 files as well as smart-cards and USB crypto tokens
via a PKCS#11 interface to the OpenSSL Engine extension.

The RA operator connects to the server over an SSL channel that requires
certificate-based client authentication. Access to a specific queue of pending
certification requests is then granted by checking the operator identity against
a signed Access Control List (ACL). Multiple ACLs can be stored on the same
server and they can be related to one or more CA. This allows the RA server to be
accessed by RAs affiliated to different CAs at the same time. Once authenticated,
the operator can download the pending requests, sign the approved ones and send
them back to the RA server. The requests are then queued on the server and wait
to be exported to the corresponding CA for certificate issuing. As different RAs
can access the same server, multiple operators can exist in different locations
thus allowing third parties to act as Registration Authorities on behalf of one
CA. A schema of the RA data flow is shown in Figure 4.

CA, CA,
pending pending
requests requests
approval RA

— — _ Operator

authenticated
channel

approved approved
requests requests

Fig. 4. RA client-server data flow.
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4.3 The EuroPKI Time Stamping Service

A time stamp is an electronic seal that includes a time indication. In practice
it’s a digital signature over a submitted digest, a time indication and other
information. The RFC-3161 [9] defines the Time Stamping Protocol (TSP) to
be used for requests and responses between the entities involved: the requester
or client, and the Time Stamping Authority (TSA) or server.

Based on software developed by the TORSEC group, EuroPKI has estab-
lished a TSA connected to a NTP stratum-1 server. The TSA server is compliant
with RFC-3161 but supports only raw TCP access. For security reasons, client
access can be restricted by accepting only signed requests or SSL connections
with client authentication.

The TSA certificate has some peculiarities. Unlike the OCSP responder, there
is no problem with key compromise: if it happens, the TSA certificate can be re-
voked and hence no special restriction must be posed to the certificate lifetime.
However, to be used for time-stamping, the certificate contains the extended-
Key Usage extension with only the timeStamping value, marked as critical.

4.4 WebSign, a Successful PKI-based Application

WebSign is a client-server platform for on-line document preparation, submis-
sion, signing, storage and processing. This platform was developed by SETCCE?
for use in various business, academic and governmental scenarios, where a transi-
tion from paper based records to electronic documents enhances the productivity
and reduces the costs. The platform is based on XML documents with XML-
signatures and advanced security mechanisms, to provide a high security.

The service has been put into production at SiOL, the biggest Slovenian
Internet operator. The platform developed will foster the use of electronic con-
tracts and digital signatures in business environments. Through WebSign, users
are able to manage subscription and other Internet provision related services.
The WebSign service has been introduced to the public in September 2003 and in
the first 6 months the application client has been downloaded from the provider
site about 12,000 times. The WebSign users use Qualified Certificates (accord-
ing to the e-signature European directive) issued by four Slovenian certification
service providers.

5 Known Issues

5.1 Repositories and Data Retrieval

CAs are required to publish certificates and CRLs in public repositories. Al-
though this could not seem a serious problem, general and simple availability

% Security Technology Competence Centre - http://www.setcce.org; funded by Slove-
nian Telecom, Jozef Stefan Institute, University of Ljubljana and Infotehna,
SETCCE is the administrator of the EuroPKI Slovenian branch
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of PKI data is still an unresolved issue. This is related to two different aspects:
lack of pointers to the available data and the variety of access protocols.

The problem is very evident when considering people, not being part of a
partner organisation, who look for one or more issued certificates. Without fo-
cusing on trust related issues, a feasible solution to correctly provide pointers to
published data is an extensive usage of the Authority Information Access (AIA)
and Subject Information Access (SIA) extensions. The former can provide in-
formation on the issuer of the certificate while the latter carries information
(inside CA certificates) about services offered. The Subject Information Access
extension can carry an URI to point to certificate repositories and Time Stamp-
ing services. Hence this extension allows to access services by several different
protocols (e.g. http, ftp, 1dap or smtp).

Within EuroPKI, public data is mostly available via HTTP. Other protocols
(e.g. LDAP) are seldom used or not advertised outside the issuer’s organisation.
The AIA and SIA extensions are almost never used to point to data sources.

5.2 Multiple E-mail Addresses Support

One of the most valuable PKI applications is protection of e-mail messages.
Although RFC-3280 requires specification of the e-mail address in the subjec-
tAltName extension, some CAs still encode this information in the Distinguished
Name (DN) by using the Email field. This has an obvious disadvantage when
support for more than a single address in one certificate is required: multiple
Email fields could raise compatibility issues with widely adopted e-mail clients.

To test application support for multiple e-mail addresses in the same certifi-
cate, we issued certificates under two different profiles. In profile A two different
e-mail addresses were coded in the subjectAltName extension, while in profile B
they were inserted by using multiple Email fields in the subject DN. Table 2
shows the test results with popular S/MIME e-mail clients. Results confirm that
the support for multiple e-mail addresses can be achieved only when using the
subjectAltName extension. It should be noted that some organisations encode
multiple e-mail addresses by using simultaneously the two described methods.
Although this should be avoided, it is reported to work sometimes.

Table 2. E-mail client tests.

E-Mail Client Profile A Profile B

Netscape 4.7 Supported Not Supported
Netscape 6 Supported Not Supported
Netscape 7.1 Supported Not Supported
Mozilla 1.5 Supported Not Supported
Thunderbird 0.6 Supported Not Supported

Microsoft Outlook 6 Not Supported  Not Supported
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5.3 Non US-ASCII Character Sets

When eastern European countries entered EuroPKI, the problem of non US-
ASCII characters in certificates had to be faced. In RFC-2277 [10] Alvestrand
suggests the need to clarify whether the strings used in a protocol are subject
to internationalisation or not. Although this RFC does not mandate for a policy
on name internationalisation, it requires that all protocols be able to use the
UTF-8 character set. This consists of the ISO 10646 [11] character set combined
with the UTF-8 [12] character encoding scheme. The RFC-3280 promotes the
adoption of the UTF8String encoding type to allow for special characters to
be properly stored: conforming CA’s must encode attributes of DirectoryString
type as UTF-8 after December 31, 2003. While this can be more or less easily
achieved when issuing certificates, the real problem lies on the application side.
Several software packages still do not support the UTF8String type properly.
We list here our findings on the behaviour of widely used applications.

Open issues are present in some versions of MS Windows. When a certifi-
cate is displayed by an application running under Windows-NT4, Windows98 or
Windows95 and the subject field of the certificate contains UTF-8 characters,
the data is not correctly visualised. According to Microsoft Knowledge Base Ar-
ticle 824197 the problem source is in the operating system itself and no fix is
planned. Hence full UTF-8 support for X.509 certificates is currently available
only in Windows ME, Windows 2000, Windows XP, and Windows Server 2003.

The Netscape Communicator suite (i.e. Netscape Navigator and Netscape
Mail) up to version 4.x - still in use in some environments - does not support
UTF-8 encoded strings. This causes the application not to even import user
certificates containing this kind of data. It is therefore impossible to use such
certificates with this suite.

The Mozilla and Firebird browsers had a bug which produced some unread-
able characters when displaying certificate details. This was due to the fact that
non US-ASCII characters (encoded as BMPString) were displayed by using iso-
8859-1 encoding. Although it was not possible to read the special characters, no
other function was affected. Although a patch for this bug #185167) is avail-
able at http://bugzilla.mozilla.org, it has not yet made its way to the stable
distribution at April 2004.

The Opera suite version 7.23 correctly supports certificates with UTF-8 en-
coded strings both in certificate visualisation and usage. However Opera uses
certificates only for SSL since it doesn’t support S/MIME in its mail client.

5.4 Certificate Renewal

The EuroPKI policy permits to renew an expired certificate. It is therefore possi-
ble to issue a new certificate for the same public key, with no need to regenerate
a new key pair. However this creates a problem with Internet Explorer that can-
not deal with this situation: the new certificate simply doesn’t show up in the
certificate management interface.
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A solution to this problem is to import the renewed certificate together with
the corresponding private key; this can be done by using a PKCS#12 file where
these data are bundled together. It seems that IE needs, for each imported
certificate, a corresponding private key, thus being not able to bind more than
one certificate to a single private key.

5.5 Naming Rules in Distinguished Names

The EuroPKI policy does not impose specific rules about the format of the
Distinguished Name beside the need for names to be meaningful. However, due
to law or administrative requirements this could not always be true.

As an example let us consider the case of one affiliated Italian CA that
needed a special format in the Common Name (CN) for compliance with the
Italian digital signature law [13]. The requested format is:

CN = “(surname)/(name)/{personal tax_id)/{unique_id)”

This format of the CN carries data meaningful only to applications compliant
with the Italian digital signature law. Moreover the DN must contain another
non optional field: the Description one. It is composed by several sub-fields that
carry data able to confuse a standard X.509 parser even more:

Description = “C = (surname)/N = (name)/D = (birth_date)/[R = (role)}”

The presence of slashes or commas can raise compatibility issues because these
characters are mostly used as fields separators and some parsers could misinter-
pret these contents. This is an example of bad usage of certificates that break
compatibility across applications.

To improve interoperability and lifetime of certificates, it would be better
that specific data, where absolutely needed, be encoded by using the otherName
type in the subjectAltName extension. To certify roles, the adoption of Attributes
Certificates should also be considered.

6 Future Plans

Besides maintaining and expanding EuroPKI, our future efforts are aimed to
develop better PKI support for applications and systems.

A first area to be addressed is better certificate processing in complex cases.
Deep hierarchies, bridge CA, multiple sources of revocation status (CRL, OCSP,
indirect CRL, ...) require careful definition of procedures when building the
certificate path up to a trusted root and verifying the status of all the certificates
in the chain. An exact algorithm needs to be defined and implemented as a library
to support applications.

Proper configuration of thousands of workstations to support PKI is a night-
mare for a security administrator. In the same way, implementing PKI support
into light devices (such as PDAs or handheld PCs) with reduced networking and
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processing capabilities is very difficult. These two problems can be simultane-
ously solved by the concept of “lightweight PKI” where activities that are heavy
or require centralised configuration, are delegated to a trusted PKI server. Along
this line, the IETF PKIX working group has already defined the requirements for
delegating the validation process to a dedicated server. Various protocols, includ-
ing OCSP with extensions, SCVP [14] and DVCS [15] were proposed for com-
munication among the client and the delegated server. We have already started
to investigate the proposed protocols and our efforts are directed towards im-
plementing the servers and integrating support for certificate validation in light
devices (e.g. we are currently working with Windows CE handheld PCs).

On the PKI management side, our efforts are directed to support bulk regis-
tration and renewal. Large universities and public administrations with tens of
thousands of users face severe problems related to management complexity and
registration services costs. For example, let us consider a University that needs
to issue 30,000 certificates: if the registration process requires five minutes for
each certificate (an optimistic value!) the whole process would require 150,000
minutes or more than 14 man/month! And this is without counting the time
needed to solve technical problems or correct human errors. Therefore research
and development of new tools to support bulk registration and approval is going
on, to introduce a certain degree of automation in the certification process. Our
current approach is to perform automatic data retrieval from existing data bases
and to re-engineer the standard registration services.

7 Conclusions

Through its four years history, EuroPKI demonstrated its usefulness in support-
ing the security needs of end-users. Additionally, it has helped partner organiza-
tions to better understand the technical, policy and management issues involved
in setting up and maintaining an operative PKI.

Experience has shown that the problems on the certification authority side
can always be solved: technical standards do exist, products implement them and
most of the times it is just a matter of proper configuration and management.

The real problems lie on the application and end-user sides. Application
developers have not security as a priority, have limited understanding of PKI
and are not well supported by transparent and complete libraries.
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Abstract. Certificate validation is one of the toughest scalability prob-
lems of the PKI. The goal of this paper is to introduce a Java platform
for certificate revocation called CERVANTES. CERVANTES pretends
to be an easy to extend tool that allows researchers to develop and test
their own ‘“real” revocation systems. As CERVANTES is an open source
project it can also be included as part of any open PKI project. The
platform is very flexible and due to its modular design it allows for ex-
ample, to fit a new kind of status checking protocol without having to
recompile the source code. CERVANTES includes our implementations
of the main standards (CRLs and OCSP) as well as an implementation
of a system based on the Merkle Hash Tree (one of the most popular
systems among the non-standard ones). Finally, we use CERVANTES to
obtain performance results about each developped system. These results
guarantee that CERVANTES runs as expected.

1 Introduction

The Public Key Infrastructure (PKI) is responsible for the Identity Certificates
(ICs) not only at the issuing time but also during the whole life-time of the
certificate. An IC has a bounded life-time: it is not valid prior to the activation
date and it is not valid beyond the expiration date. In this context, certificate
revocation can be defined as “the mechanism under which an issuer can inval-
idate the binding between an identity and a public-key before the expiration of
the corresponding certificate”. Thus, the existence of a certificate is a necessary
but not sufficient evidence for its validity, the PKI needs to provide applica-
tions that use certificates with the ability to check, at the time of usage, that
the certificate is still valid'. Figure 1 presents the reference model that we use
to describe the certificate revocation paradigm. Regarding the PKIX model [5],
our reference model removes what it is not directly involved in the revocation
and it depicts the entities and the mechanisms that are directly related to the
revocation process in more detail.

* This work has been supported by the Spanish Research Council under the project
ARPA (TIC2003-08184-C02-02) and the European Research Council under the
project UBISEC (IST-FP6 506926).

: Actually, the validation of a certificate comprises another mechanism: the certifica-
tion path validation, but our platform currently does not address this feature.

S.K. Katsikas et al. (Eds.): EuroPKI 2004, LNCS 3093, pp. 28-42, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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Fig. 1. Revocation Reference Model

The revocation process starts with a request to revoke a certain certificate.
Usually, the owner of the certificate to be revoked, an authorized representative
or the issuer CA, can create revocation requests, but, in general, a Certification
Practice Statement (CPS) should define who is able to perform this task in each
PKI domain. To revoke the certificate, one of the authorized entities generates a
revocation request and sends it to the Revocation Data Issuer (RDI). RDI’ is the
term that we use to define the Trusted Third Party (TTP) that has the master
database of revoked certificates. The RDI is also responsible for transforming the
revocation records from the database into “status data”. The status data has
the appropriate format in order to be distributed to the End Entities (EEs). The
status data usually includes the following fields: Certificate Issuer (the Distin-
guished Name or DN of the CA that issued the target certificate or certificates),
Validity Period (this period of time bounds the status data life-time and it is ob-
viously smaller than the validity period of the certificate), Issuer Name (the DN
of the TTP that issued the status data), Cryptographic Evidence (the evidence
must demonstrate that the status data was issued by a TTP), Serial Number
(the serial number of the target certificate or certificates), Revocation Date (the
date when the target certificate was revoked), and optionally the Reason Code
(a revocation reason for guidance can be specified). In the vast majority of the
revocation systems, EEs do not have a straight connection to the RDI. Instead
of this, the RDI publishes the status data in “repositories” or “responders”. The
main function of both repositories and responders is to answer the EE requests
concerning the status of certificates (status checking). The difference between
them is that repositories are non-TTPs that store status data pre-computed by
the RDI while responders are TTPs that have a private-key and that provide
a signature (that serves as cryptographic evidence) for each response. It must
be stressed that status checking is the most resource-consuming mechanism in

2 The CA that issued the certificate is often the one that performs the RDI functions
for the certificate, but these functions can be delegated to an independent TTP.
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the overall revocation process and the one that carries the major part of the
interoperability problems.

This paper introduces CERVANTES, a Java platform for certificate revoca-
tion. CERVANTES pretends to be an easy to extend tool that helps researchers
to develop and test their own real revocation systems. As CERVANTES is an
open source software project, it can also be included as part of any open PKI
project. One of the main design goals for us was to make CERVANTES easy to
extend. For this reason, CERVANTES has a modular design and well-defined
APIs between each of its modules. The final platform is very flexible and due
to this modular design and it allows for example, to fit a new kind of status
checking protocol without having to recompile the source code.

Currently, CERVANTES includes our implementations of the main stan-
dards (CRLs [16] and OCSP [14]) as well as an implementation of a system
based on the Merkle Hash Tree [13] (one of the most popular approaches among
the non-standard systems). In this paper, we use CERVANTES to obtain some
performance results about each developped system. These results permit us to
check that the platform behaves as expected. However, as a reviewer noticed, the
goal of CERVANTES is not to provide results that can be obtained with sim-
ple pen-and-paper calculations’. CERVANTES pretends to be a tool to perform
tests in a wide sense, including real implementations, protocols and interoper-
ability issues’. The basic JAVA structure of CERVANTES was published in [9]
and more evaluation results with CERVANTES can be found in [11]. This paper
deals with the logical organization of the platform, including the functions of
each module and the interrelations between modules. The rest of the paper is
organized as follows: in Section 2 we present the main approaches to certificate
status checking. In Section 3 we present CERVANTES (Certificate Validation
Test-bed). In Section 4 we validate the behaviour of CERVANTES for the main
status checking mechanisms. Finally, we conclude in Section 5.

2 Related Work

There are many approaches that define the data format to be exchanged with
the End Entities to perform the status checking. The simplest of them is the tra-
ditional Certificate Revocation List (CRL) [6]. CRL is the most mature approach
and it has been part of X.509 since its first version. CRL has also been profiled
for the Internet in [5]. A CRL is a digitally signed list of revoked certificates in
which for each entry within the list the following information is stored: the certifi-
cate serial number, the revocation reason and the revocation date. The CRL has

3 In this sense, some models have been proposed to evaluate PKI components in
general and the certificate revocation in particular. For instance, in [10] we presented
an analytical way of modeling revocation, while in [3], Arnes presents a simulation
model. However, in our opinion a model or a simulator can not address all the aspects
of a real system and it might overlook important details.

4 Although we have performed some interoperability tests with other systems, these
tests are not presented here due to the room limitation.
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also a header that includes information about the version, the CRL serial num-
ber, the issuer, the algorithm used to sign, the signature, the issuing date, the
expiration date and some optional fields called extensions. The CA that issued
the certificate acts as RDI and repositories can be used to distribute the CRLs.
Since CRLs may have a large size, they are usually cached by the client during
their validity period. Overissued CRL (O-CRL) [4] addresses a way of reducing
the peak request rate of CRLs towards the repositories and evenly distribute the
requests across time. O-CRL simply consists in issuing more than just one CRL
during a validity period. The result will be that the CRLs in relying parties’
caches will expire at different times, so requests to the repository for new CRLs
will be more spread out. Delta-CRL (D-CRL) [6] is an attempt to reduce the size
of the CRLs. A Delta-CRL is a small CRL that provides information about the
certificates whose status have changed since the issuance of a complete list called
Base-CRL. CRL-Distribution Points (CRL-DP) was introduced in the version 3
of X.509 [6]. In CRL-DP, each CRL contains the status information of a certain
subgroup of certificates. Each subgroup is associated with a CRL distribution
point, which can be located on the same or different repositories. Each certificate
has a pointer to the location of its CRL distribution point, so there is no need
to either search through distribution points or have a priori knowledge of the
revocation information locations. The criteria for creating these subgroups can
be geographic, by their level of importance, scope of use, etc.

The Online Certificate Status Protocol (OCSP) [14] has been proposed by
the PKIX workgroup of the IETF. In OCSP the status of certificates is available
in responders through a request/response mechanism. An OCSP client issues a
status request for a particular certificate and sends it to an OCSP responder. The
acceptance of the certificate in question is suspended until the responder provides
a response. Upon receipt of a request, the responder determines whether the
request is correct, searches the status information in its local database (which can
be a CRL), creates a response with the corresponding data, signs this response
and sends it back to the client.

The Certificate Revocation Tree (CRT) [7] and the Authenticated Dictionary
(AD) [15] are both based on the Merkle Hash Tree (MHT) [8]. The MHT relies
on the properties of the OWHF (One Way Hash Functions). It exploits the fact
that a OWHF is at least 10,000 times faster to compute than a digital signature,
so the majority of the cryptographic operations performed in the revocation
system are hash functions instead of digital signatures. In [13] we present the
details of a revocation system called AD-MHT, which is based on the MHT and
the data structures proposed in [15].

3 CERVANTES

CERVANTES’ is based on a client/server architecture where the clients are
the EEs that perform the status checking and the revocations and the server

> The home of CERVANTES is located at http://isg.upc.es/cervantes
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performs the functions of the RDI, the responders and the repositories. The
software is organized in three parts: the Client, the Server and the Library.
Below, we describe them.

3.1 The Library

The Library implements the functions that are common to the clients and the
server and it is necessary to run all of them. Among the Library functions the
most important is to provide the ASN.1 support for bot